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Modern Ul Style I
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Modern Ul Style Il

 Ersetzt das
klassische Startmenu

* Fullscreen Overlay

* Tile-based
Livescreens (vgl.
WP7)

« Modern Ul Style Apps

« Aufbauend auf WIinRT
* AppX Format

* Desktop ist “just
another” App

THE SOLUTION JIN' TY COMPANY



Ontrex

Windows 8 App Platform Architecture

TTMSL' (,:SS’ CH#, VB, F#,
st S (WPF)
(Silverlight), A
etc.

Your code

C++, RTL, Silverlight
BOOST, etc,

IE 10 Browser

Chakra &
Trident

Platforms, Frameworks, Libraries,
Runtimes

Win32 (inc. RPC, COM, DCOM, COM+, DirectX, ODBC, WinSock, etc.)

NT Kernel

Hardware

dows 8 System Arch " by Richard Twner (@b d)
Ucensad under a Craative Commons Attribution-NonCommercial-ShareAlike 3.0 U od License.
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Windows 8 UAC Anderungen |

* Nicht mehr
abschaltbar Gber GUI
(useraccountcontrolse
ttings.exe)

« Deaktivierbar durch
Registry-Modifikation:
 Bricht jedoch Modern

Ul Style Apps

THE SOLUTION JIN

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful pragrams from making changes to your computer,
Tell me more about User Account Control settings

Always notify

Never notify me when:

®  Apps try to install software or make changes to my
computer

® | make changes to Windows settings




This app can't open

Kontakte can't open while User Account Control is turned off

THE SOLUTION § ¥ COMPANY



Ontrex

(Process) Integrity Levels

AppContainer Rechte Deklaration tiber Modern Ul Apps, Internet Windows 8
Manifest File Explorer (mit Protected Mode)
Untrusted Prozesse laufen mit Chrome (Renderer) Windows Vista

Anonymous Rechte.
Kein Schreibzugriff aufs

System
Low Eingeschrankte Rechte. Internet Explorer (ohne Windows Vista
Nur Schreibrechte auf Protected Mode)
HKCU\Software\AppDat
aLow und

%USERPROFILE%\App
Data\LocalLow

Medium Normale Benutzerrechte Notepad, Word Windows Vista

High Administratorenrechte Applikationen nach UAC Windows Vista
Prompt (Bsp: Process
Explorer)

System System Accounts LocalSystem,NetworkService, Windows Vista
LocalService

THE SOLUTION INTEGRITY. COMPANY
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Adobe Flash for Internet Explorer

Date ir;stalled

Name Status Importance

Update for Microsoft Camera Codec Pack for Windows 8 for x64-based Systems (KB27121... Succeeded Recommended 12.10.2012
Microsoft Browser Choice Screen Update for EEA Users of Windows 8 for x64-based Syste... Succeeded Important 12.10.2012
Update for Windows 8 for x64-based Systems (KB2756872) Succeeded Important 12.10.2012
Update for Internet Explorer Flash Player for Windows 8 for x64-based Systems (KB2758%94) Succeeded Important 12.10.2012 ]
Definition Update for Windows Defender - KB2267602 (Definition 1.137.1667.0) Succeeded Important 12.10.2012
Update for Windows 8 for x64-based Systems (KB2768703) Succeeded Important 12.10.2012

A Ferkes

R Desbtep
A Dzwnboes
L. Tecere place

i Ltmares
4 Decismerts
& M
- Putuies
B v
o Humegow

& Comgutar

Sy Ntmarh

o= Windows »

Macramed.

Tystemld »

% FushUT_Actret g1
BB Fashnt_Activex

Gowd | Dite Sntums Secu®y  Detae
Dyt e

G or yaer wywes
SO AL APPLICATION PACKAGES
S 5YSTEM

C Wihndony' Systene 12\ Mo Pt ash o0s

L Adrwattors DNTAN REDEND Adwratison|

€L Linara)

To change pemmanes. cick £

Permzzaw b Tesedr e
Pl corem
Hodty
Nead L mrcsw
Flaad
Was
Spevel perwesorn

Fior speoil Darmasont o MIVINCAS MINNgL. Thik
Adverced

LR g 200m0 SOriTd D TL ey

=

THE SOLUTION UNTEGRITY COMP

o Favrates
B Desktop
& Downloads
1 Pecont ploces
oo Ltane
' Docurments
o Music

» Pt
B viden

o) Homegioup
& Computes

Nt on

A % Wodowm

e "
Syatermi2 + Mecremed
Hame

A Fashac
% Aashlnd_ActveX o
BB Fiacniing ActeeX

Flash.acx Properties

Carard | Digtel Sgrataes Em'bnﬁ

Gerwrd  2gneresd

o Dagrtal Sgaatiee nfoem bion
2| The dgtal sigratie i OK,

e efvaren
- —
et o —‘

Sgrwg e

Coueteisywises

Pawe of sy

Evesl poch e
Mcroeatt Tioe-5... Nt wudshie

[Peretag. 3 Chdoer 2037 0202 37

e Ot

Tewestang
Dwrstag, 2. Oktober...




Y
S i Y U
N N _J 4\ "\, e’
{{ o 'l N | _'TQ::-J .‘,}l/‘ A
A8 ' B 4 Lot
- N S/

Modern Ul Style Apps

* Touch (und Maus) optimierte Apps auf Basis
von:
« XAML, HTML/CSS
« C, C++, VB, C#,

* AppX Paketformat (vgl. AppV)

 Aufbauend auf WINRT

« Windows RunTime: Alternative (zusatzliche) API
Innerhalb des Win32-Subsystems

« Sandbox/Container
* Nur deklarative Berechtigungen
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Framework Modern Ul Style Apps

* 4 Konzepte

« XAML + .NET (C# or

VB) _— C#, VB, etc.
« XAML + C/C++ g
« HTML(5)/CSS +

JavaScript

 DirectX + C/C++

C++, RTL,

Chakra & : BOOST, etc.
Trident

THE SOLUTION UNTEGRITY COMPANY
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AppContainer Integrity Level |

Capability Description

internetClient Internet Zugriff

internetClientServer Internet Zugriff + Erlaubnis fir eingehende Connections

privateNetworkClientServer Zugriff ins lokale Netzwerk + eingehende Connections

documentsLibrary Zugriff auf Documents Folder (Change Permission), jedoch begrentzt auf definierte
Filetypen.

picturesLibrary Zugriff auf Pictures Folder (Change Permissions)

videosLibrary Zugriff auf Videos Folder (Change Permissions)

musicLibrary Zugriff auf Music Folder (Change Permissions)

enterpriseAuthentication Verwendung von Domain Credentials fur Authentifizierung

sharedUserCertificates Zugriff auf Zertifikate (Bsp. “Software” oder Smartcard)

removableStorage Zugriff auf Removble Storages (USB-Sticks, Portable Disks, SD Card) jedoch
begrentzt auf definierte Filetypen

Location* Zugriff auf Gerat-Lokation (Bsp. GPS, WiFi, GSM)

Microphone* Zugriff auf Ton-Aufnahmegeréate

Proximity* Handshake fiir nahe Geréte (Bluetooth, Wifi, Internet)

Webcam* Zugriff auf die Webcam
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AppContainer Integrity Level Il

© Cut The Rope
.“Yé — Overview  Detall

* ok Kk k4

Fres

Instail l
Wien you matall an app, you agnee 1o e Terms of Use and any
additional tenes

Description

A mystenious package has arved, and the Mde monster nside hag onfy 00e request._CANDY! Helo
Qat the candy 10 Om MNom, the iovabile star of the game, I this Righly Innovathee and 333 ctive ode
Qame. Combining oLmIzandng physcs, Sewiishly tricky evess, and boght colorful High Defintion
Tead mors

Features
Cambines realshc phyacs wih timple, yet accurate, and precae 1oun control

Leam more

Rope webhute

This app has permission 1o use

ope :ipport

Adoitbomal terms

Teptulat UE Umaed prmoycy po
Repe cene term
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Enterprise Deployment (Side Loading)

* Vorrausetzungen
« Operating System:

* Windows 8 Enterprise

« Domain-Mitgliedschaft vorausgesetzt.
ODER

« SidelLoading Key bendotigt. (Approx. 30$ per Device)

* Windows 8 Pro/RT
« SidelLoading Key bendtigt. (Approx. 30$ per Device)

* Apps
PFI)\/IUssen digitial signiert und trusted auf den Zielsystemen sein
« Group Policy
» Enable “Allow all trusted applications to install”
* Deployment
« PowerShell

* Pre-Deployed mit DISM (Deployment Image Servicing and
Management)

THE SOLUTION INTEGRITY COMPANY




Windows RT

 Windows 8 fir ARM
Architektur

» Beispiel: Tablets

* Vertrieb nur
Vorinstalliert

» Office 2013 RT |
bereits vorinstalliert Kein Deployment von Desktop
(Kein Outlook®) pplikationen moglich.

« Keine Installation von
zusatzlichen Desktop
Apps moglich

Keine Domainmitqgliedschaft
maoglich

THE SOLUTION INTEGRITY COMPANY
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Windows Installer 5.0 — News |

* Neue Build Version
« Win7 SP1:5.0.7601.17514 -> Win8: 5.0.9200.16384

« System Properties:
* VersionNT: 602
*  WindowsBuild: 9200
« Keine API Veranderungen
« Unterstltzung fur ARM Architektur

* Neuer Returncode (Windows RT relevant):

following error codes are returned from MSI 5.0 and later

LIZE BEGIN:

ERROR INSTALL REJECTED

ERROR INSTALL REJECTED 1654L // The app that you are trying to run is not supported on this version of Windows

! LIZE END

MA A A A A A A A A

S* WINAPI FRMILY PRRTITION(WINAFI FARTITION DESKIOQE) */
endregion

ERROR_INSTALL_REIECTED 1654 The app that you are trying to run is not supported on this version of
Windows. & Windows Installer package, patch, or transform that has not
been signed by Microsoft cannot be installed on an ARM computer.

THE SOLUTION INTEGRITY
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Windows Installer 5.0 — News ||
Doppelleben als AppX Installer
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Windows 8 SDK News |

¢ Neue Orca VerSIOn File Edit View Tables Transforrn Plus Tools

Window Help

I darice cub (Read only)

Orca Version 5. 0.5200.0
Components Mame Data

Tables ice6lvbs |chinan: 16668 bytec>
_Regact msiice.dll <binary: 351232 bytes:
-Required msiicel1.dll  <binary: 150016 bytes>
_ReservedBits msiicel5.dll  <binary: 134656 bytess
->chemaData icelB.vbs <binary: 1605 bytes>
~SEOUENCE iceOvbs  <binary: 1676 bytes>

SetExclusi
->etbxclusion ice32vbs  <binary: 3513 bytes>
_Storages

E Copyright (C) Microsoft Corporation.

 Darice.cub

« Keine neuen ICE
Validation Rules

« Datel wurde jedoch
aktualisiert o >

« Empfehlung: Ersetzen S ey taen |
der darice.cub in +5 [ Enebe Row Reference Tracking
AdminStudio (ggf.
WPS)

THE SOLUTION INTEGRITY COMPANY
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Windows 8 SDK News I

 DPInst.exe * DIFXApp Merge Module

| General | Compatibility I File Hashes | Security | Details | Previous Versions | General | File Hashes I Security | Custom | Details | Previous Versions

Property Value Froperty Value
Description File
File description  Driver Package Installer Mame DIFxApp_x64.msm
Type Application Type Merge Module
File: wersion 2100 Folder path “Yontesry124WWVise Share Point Merge ...
Product name  Driver Package Installer (OPInst) Size 244 KB
Product version 2.1 Date created 2/5/2011 5:45 AM
Copyright 2 Microsoft Corporation. All ights resery... Date modified 6/2/2012 7:52 AM
Size 0.99 MB
Date modified  6/2/2012 7:52 AM Offline availability Mot available
Language English (United States) (Offline status Oriline
Criginal filename DPlnst exe Cwner Administrators
Computer onbesrv 12

Bemove Properties and Personal Information Remove Properties and Personal Information

OK || Cancel ; OK || Cancel

ION INTEGRITY COMP
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AdminStudio 11.5 - Windows 8 Readiness

° I nStal IS h i e d Ed itor & I:;Y:a;'indows Se::r 012 r [ wind 20 [ windows 20
Windows 8 [ windows vista
Repackager B
» Bereits ready fur
Windows 8

Compatibility Pack
« Kompatibilitatstests

« Automatische
Problembehebung

* Internet Explorer 10
Testing fur Web-
Applikationen

THE SOLUTION INTEGRITY. COMPANY
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Mit dem Ontrex SPA auf dem
aktuellen Stand sein

- follow us on ) reiase
bm twitter & .

based on msi technology

http:/ / spablog.ontrex.ch ontrexspa http:/ / spaportal.ontrex.ch
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Ein starker Partner freut sich auf erfolgreiche Projekte mit
Ihnen!

Ontrex AG www.ontrex.ch
Haldenstrasse 23 info@ontrex.ch
CH-8306 Briittisellen +41 44 835 1000
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